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5GHz the primary networking type should not be a problem. The key will be setting up the
network equipment to properly support the traffic. There are a large number of handheld devices
(e.g. Blackberry and iPhones) that are primarily 2.4GHz so while moving to 5GHz makes a lot of
sense, leaving some 2.4GHz in place is prudent to support the proliferation of handheld Wi-Fi
devices.

Several of the key advantages 5GHz has over 2.4GHz are listed below:

1. Less Congestion
A lot of non-Wi-Fi devices today operate in the 2.4GHz range such as microwaves,
Bluetooth, and cordless telephones. If other devices are operating in the 2.4GHz
frequency, there is less useable bandwidth for Wi-Fi devices. When other non-802.11
devices operate in the same frequency spectrum there will be frame loss and
retransmissions for any Wi-Fi device operating in this frequency. The diagram below
shows typical interference for 2.4GHz and 5GHz.

Spectrum Analysis of 2.4GHz and 5GHz

The 5GHz range contains the least amount of noise. With less interference, any device
operating in 5GHz will have a much cleaner signal and a more enjoyable user experience
than one operating in the congested 2.4GHz range.

2. More Available Channels
In the 2.4GHz frequency, there are three non-overlapping channels: channel 1
(2.418GHz), channel 6 (2.426GHz), and channel 11 (2.4319GHz). Technically there are
11 channels, but the other channels cannot be used without interfering with each other, so
there are actually only three channels that can be used simultaneously. Each channel has
a fixed amount of bandwidth, so by limiting the network to three channels the overall
network bandwidth is essentially limited.

In the 5GHz band, there are 24 non-overlapping channels. By moving to 5GHz you have
8x the bandwidth of a 2.4GHz bandwidth.
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2.4GHz - 3 Lanes 5GHz — 24 Lanes

3. Higher Throughput
5GHz stations typically perform better than 2.4GHz stations. Theoretically 802.11g
stations and 802.11a stations should have the same throughput, however 802.11a stations
almost always show higher performance based on the typical level of interference and
noise in the 2.4GHz spectrum from other non-Wi-Fi devices. Based on Xirrus’ experience,
5GHz stations will typically have a 3:2 performance advantage over 2.4GHz stations in
both legacy Wi-Fi (802.11a vs. 802.11g) and in 802.11n.

Station Throughput
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(D Lesson Learned: A 5GHz Wi-Fi network will be more resilient and higher
performing than a 2.4GHz Wi-Fi network will be. Every effort should be made
to transition to 5GHz when deploying 802.11n.

Most enterprise-class equipment can support both 5GHz and 2.4GHz so rolling out a dual
frequency network with any equipment type should not be a problem. However, some APs are
fixed with one radio operating at 5GHz and one radio at 2.4GHz. With this type of equipment as
the wireless network transitions to predominately 5GHz, the 2.4GHz radios will go largely unused
or underutilized. Better alternatives are Access Points and Arrays that have software selectable
frequencies. With these types of device the equipment can be deployed with 5GHz and 2.4GHz,

Rev 022510 10



White Paper — 802.11n: Lessons Learned XIRRUS

but then the 2.4GHz radios can be converted to 5GHz as a majority of the stations become 5GHz
capable.

Lesson Learned: Buy networking equipment that allows the radios frequency
to be selected in software rather than fixed at a certain frequency.

There are also choices when selecting Wi-Fi stations. Most enterprise-class laptops will support
both 2.4GHz and 5GHz 802.11n, however, many netbooks will only support 2.4GHz. When
buying netbooks, care should be given to select devices that support both 2.4GHz and 5GHz.
Just because a devices says it is 802.11n capable, that does not mean that it supports 5GHz.
With 802.11n there are two classifications:

1. 802.11bgn, which appears on the product box o i -

2. 802.11abgn, which appears on the devices (has an “a” in front) @ (HFi)J)
Devices in the latter category that support both frequencies should be purchased. This will allow
the devices to be higher performing and be used for several years.

Lesson Learned: Only buy 5GHz capable stations. There is no pointin
moving to 802.11n if the equipment is going to be restricted to 2.4GHz.

When network administrators see the higher throughput of 802.11n, they often assume they can
put more users per 802.11n radio than they could with 802.11abg. While there is more
bandwidth available with 802.11n, one of the key concerns with Wi-Fi network design is how
much of the bandwidth is taken up with network overhead and congestion. There is a fixed
amount of bandwidth that must be shared, but there is more to available bandwidth when deciding
the number of users per radio. There is also a certain amount of overhead per user that must be
taken into account. As more users are added to the network more of the bandwidth is taken up by
network overhead and less by actual user data traffic. In general, there is a negative correlation
between the number of users and the overall throughput per radio. The following charts show the
total throughput for a single radio as more users are added. As the number of users per radio
increases, the total throughput starts to decrease.
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11n Performance with one 40MHz channel
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Lesson Learned: When moving to 802.11n, don’t expect to support more users
per radio. The goal of deploying 11n should be to get more bandwidth per
user. Because wireless is a shared medium, total performance of a radio will
drop as more users are added.

Channel Bonding

One of the most significant new features of 802.11n is channel bonding. Channel bonding takes
two 20MHz channels and combines them together to form a single 40Mhz channel, effectively
doubling the bandwidth of the channel. Use of bonding effectively cuts the number of available
channels to use in half and so is most practically implemented in the 5GHz band where many
more channels are available. In the 2.4GHz band, with only three non-overlapping channels
available, bonding is only possible on one pair of channels. Due to this channel limitation and the
interaction with legacy Wi-Fi clients, bonding is not recommended in the 2.4GHz band.

The doubling of capacity on a given radio with bonding is readily evident with low numbers of
stations. However as the number of stations operating in the overall network increases, the
benefit of a bonding is affected. If bonding is used and two 20MHz channels are allocated for
every radio, there are fewer channels available overall for the design of the wireless network.
Depending on the physical environment and other factors, this can impact the overall bandwidth
available in the network. With channel bonding turned off, the bandwidth can be more easily
distributed. In the design of an 802.11n network, there are situations where it will be more efficient
to run without bonding enabled.

The following chart compares the performance between one radio with bonding enabled vs. two
radios without bonding. As can be seen, the aggregate throughput is higher with the two non-
bonded radios, even with a small number of stations on the radio. If the user density is high on
the network and/or 5GHz channel availability is an issue (due to radar detection issues or country-
specific limitations), using non-bonded channels should be considered.
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11n Performance - 2x 20MHz
Channels vs 1x 40MHz Channel
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Lesson Learned: In high density, high performance environments, using non-
bonded 20MHz channels may improve overall performance.

Another consideration when deciding if channel bonding should be used is how well the stations
support bonding. Some stations do not handle channel bonding very well and will either not
connect or will revert to 2.4GHz. If the stations used in the network cannot properly support
bonding, it should be kept off.

Lesson Learned: Some clients may not operate properly with bonded
channels. The network should be designed to handle these clients by turning
bonding off on certain radios or entirely.

The main reason most network administrators are moving to 802.11n is to increase the overall
performance of their networks. However, the slowest connected station will always limit a
wireless network. Even an 802.11n network may operate more slowly than expected if slower,
legacy stations are still in use on the network. Legacy stations slow down network performance
because management traffic must be sent at slower rates so that the slower stations can process
the management frames. Slow stations also reduce overall network performance because while
such a station is transmitting, no other stations can transmit. The slower the connection rate, the
slower the station can send its traffic and the longer it takes for the wireless network to become
available for any other stations to send traffic. The most problematic station type to the
performance of an 802.11n network is 802.11b. Both 802.11g and 802.11n networks are
compatible with 802.11b stations. Supporting 802.11b stations on an 802.11n network can greatly
slow it down.

The diagram below shows the performance of an 802.11n station in a pure 802.11n network,
compared to a network with an 802.11g station associated, and to one with an 802.11g and an
802.11b station associated. As can be seen, the performance drops by almost 50% if an 802.11g
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station is causing congestion in the network. The performance is cut by almost 75% if there is an
802.11b station causing congestion.

11n Performance in the Presence of Legacy
Networks (20MHz channels)
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Effects of Legacy Stations on 802.11n Performance

Lesson Learned: 802.11b stations will greatly reduce the overall throughput of
802.11n networks.

Rather than taking a significant performance hit by supporting 802.11b, 802.11n networks may be
designed to disallow 802.11b stations from connecting. In most Wi-Fi networks today, there are
very few 802.11b stations. The diagram below shows the station type distribution from one of
Xirrus’ customers, which is representative of a common network.

Media Types
802.11a 802.11b 802.11bg 802.11n
] =

Rt

Station Type Distribution

As can be seen, out of only five out of 1060 stations are 802.11b-only, or in other words less than
0.5%. The network performance would be greatly enhanced by buying relatively inexpensive
802.11n (or at least 802.11a or 802.11g) NIC cards and upgrading these users. With all of the
users upgraded, 802.11b support could be turned off.
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Lesson Learned: 802.11b support should be turned off to improve 802.11n
network performance if at all possible. Small numbers of 802.11b-only stations
can be inexpensively upgraded to 802.11agn.

Stations Considerations

In order to support 802.11n, 802.11n capable NICs will be needed on any station hoping to
leverage its performance advantages. Fortunately many laptops today already ship with 802.11n
NICs, and for upgrading older laptops there are a large number of 802.11n adapters available.
Before buying new 802.11n capable equipment, it is worthwhile testing to see which stations or
network adapters give the best performance. If 802.11n stations already exist, taking the time to
qualify their behavior will help optimize station and network settings for the best 802.11n network
possible.

Performance can vary greatly between network adapters. The chart below shows the test results
for throughput of three different laptop configurations performed in Xirrus labs. As can be seen,
the total throughput can vary greatly between devices.

Laptop 802.11n Throughput

Manufacturer Auth/Encrypt Down Stream | Up Stream Total
Laptop 1 OPEN 124.87 133.25 -
Laptop 1 WPA2-PSK/AES 125.9 127.14 -
Laptop 2 OPEN 74 85. 159.5
Laptop 2 WPA2-PSK/AES 74 85.5 159.5
Laptop 3 OPEN 36.28 30.28 -
Laptop 3 WPA2-PSK/AES 22.7 -

Comparison of Laptop Performance

In general, integrated adapters typically perform better than external adapters but it is always best
to confirm what works best for a specific network. Encryption can also affect performance. Most
network adapters do encryption at the chip level so performance is not affected, but with some
adapters the encryption is done in software and can be much slower than when using open
networks.

Lesson Learned: Test network adapters before making a purchasing decision.
Throughput can vary greatly depending on the adapter and laptop
configuration.
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Xirrus has observed that some stations will not associate to particular channels in the 5GHz band.
If a Wi-Fi network is using these particular channels, the station may not associate at all or will
associate to another Array using different channels, even if that Array is further away. Support for
the mid-band channels in 5GHz (channels 100-140) is inconsistent between different NIC brands,
but some more commonly used channels can cause issues as well with certain NICs.

Lesson Learned: Check that wireless stations can connect to the specific
channels being designed for use in the 802.11n network.

Many network adapters have a tendency to favor the 2.4GHz band over 5GHz. These stations
will associate to 2.4GHz radios even if 5GHz radios are available with the same or stronger signal
strength. This was especially an issue with early network adapters developed before 5GHz was
widely deployed. With many adapters, upgrading to the latest drivers will change this preference.

Lesson Learned: Be sure all network adapters are running the latest drivers
for optimal frequency and radio selection.

If the latest drivers do not fix this tendency, it may be possible to set stations to only use 5GHz.
By setting the stations to 5GHz-only, those stations should associate to the 5GHz radios and have
better performance. Also, by moving some stations to 5GHz-only, additional bandwidth can be
freed for stations that are not capable of running at 5GHz.

Another option to maximize 5GHz utilization is to turn down the power on some 2.4GHz radios.
Assuming sufficient 5GHz coverage (which a well-planned 11n network will have), it may be
possible to turn off (or turn down) some 2.4GHz radios. By lowering the power of the 2.4GHz
radios, the stations will be more likely to associate to the higher-powered 5GHz radios.

Lesson Learned: If stations prefer 2.4GHz, it may be possible to coax them to
5GHz by doing some RF planning.

Many stations have a tendency to stick to a particular Array even if there is an Array nearby with a
stronger signal. The tendency to stick to a particular Array can lower station performance as they
get father away from the Array. To encourage a station to roam more readily, the Roaming
Aggressiveness setting in the station’s driver can often be changed. By setting stations to have a
higher tendency to roam, the stations will more readily change to an Array with a stronger signal.
Care should be given to not make the station too aggressive or else the station will spend too
much time associating and re-associating to new Arrays and not enough time sending traffic.

Lesson Learned: If stations stick to an Array/AP for too long, performance may
drop. Tweak the Roaming Aggressiveness to optimize roaming behavior.
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In general, the more similar the wireless NIC cards being deployed, the better network
performance will be. If all stations support 802.11n, performance will be significantly improved. By
the same token, if all the adapters support AES encryption so that high throughput rates can be
achieved, network performance will be much better. As discussed in previous sections, a single
slow station can lower the performance for all stations. Increasing the performance of as many
stations as possible will have a tremendous affect on network performance.

Lesson Learned: If possible, use the same NIC cards on all stations. At a
minimum, use NICs with the same 802.11n feature set.

Conclusion

To achieve a high performance network capable of replacing wired switches, a multi-radio, 5GHz
802.11n Wi-Fi network will provide the best results. The overall network must be appropriately
designed, from the supporting wired network, to wireless device placement, to the RF design.
Stations should be capable of operating at 5GHz to take full advantage of 802.11n functionality
and achieve maximum performance.

With a properly designed 802.11n Wi-Fi network, IT managers now have the ability to deploy
wireless networks that can replace their wired networks. Existing wired network budgets can be
reallocated to wireless equipment that, with proper design, will deliver similar end-user experience
but with all the flexibility and mobility benefits wireless brings.
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